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Think Silicon- Galois Field Multiplier Generatorv1.0

 1 Overview

The Think-Silicon Galois Field Multiplier Generator is a web configurable Galois Field Multiplier generator.

 2 Features
 Easy to use Graphical Web User Interface

 Fully Parallel Combinatorial Implementation of Galois Field Multiplier

 Hardware Acceleration due to Parallel Implementation

 Suitable for

 Encryption: AES, AES-GCM

 Elliptic Curve Cryptography (ECC) Algorithms: ECDSA, ECDH

 Forward Error Correction (FEC) Codes: Reed Solomon, BCH codes

 Multiplication over the extension Galois Field GF(2m), for any integer m>1.

 User defined primitive polynomial degree for defining the extension Galois Field GF(2m)

 User defined polynomial coefficients for defining the extension Galois Field GF(2m)

 VerilogTM1 HDL synthesizable RTL code

 3 Architecture

 3.1 Port Diagram
Figure 3-1 represents the basic Port Diagram of GF_mult component, generated by the Galois Field Multiplier 
Generator toolkit.  GF_mult performs multiplication over the extension Galois Field GF(2m) of the multiplicand 
a[m-1:0]  by the multiplier  b[m-1:0] and produces the product  z[m-1:0]. m corresponds to the degree of the 
primitive polynomial that defines the extension Galois Field GF(2m).

Figure 3-2 Galois Field Multiplier Port Diagram

 3.2 Port Interface
Table 3-1 shows the port signals of the  GF_mult  component.  m corresponds to the degree of the primitive 
polynomial that defines the extension Galois Field GF(2m).

Table 3-1 Port Interface of GF_mult

PORT TYPE DESCRIPTION

a[m-1:0] Input The m-bit wide polynomial representation of the multiplicand.
a[m-1]X(m-1) + a[m-2]X(m-2) + ……a[1]X +a[0]

1 Verilog is a trademark of Cadence Design Automation.(http://www.cadence.com)
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PORT TYPE DESCRIPTION

b[m-1:0] Input The m-bit wide polynomial representation of the multiplier.

b[m-1]X(m-1) + b[m-2]X(m-2) + ……b[1]X +b[0]

z[m-1:0] Output The m-bit wide polynomial representation of the result.

z[m-1]X(m-1] + z[m-2]X(m-2) + ……z[1]X +z[0]

Note: 1. X, X2, ... ,Xm-2, Xm-1     are the basis elements of the GF(2m) polynomial representation

2. All representations concerning Galois Field arithmetic are done throughout this document in the standard basis

 4 Generator usage
The  Galois  Field  Multiplier Generator employs  a  graphical  web  user  interface  (GUI)  for  configuring  and 
generating the multiplier component GF_mult. In order to use the GUI you must sign-in Think Silicon Ltd web 
site. If already registered, click on  Sign-in link in the upper, right side of the web page. Otherwise click on 
Register link first and follow the instructions.

In  initial  GUI  page  is  shown  in  Figure  4-1  the  user  can  set  the  Polynomial  Degree parameter  which 
corresponds to the degree (m) of the primitive polynomial that defines the extension Galois Field GF(2m). 

Figure 4-1 The primitive polynomial degree selection screen

On the next screen (Figure 4-1), the user can select the coefficients of the m-degree primitive polynomial 

g(X)=g[m]Xm + g[m-1]X(m-1) + g[m-2]X(m-2) + ……g[1]X + g[0] (1)

that defines the extension Galois Field GF(2m). The g[m], g[m-1], g[m-2], g[0] coefficients may be either 1 or 
0. A tick in a box corresponds to 1 and an empty box corresponds to 0. g[m] is always preselected and set to 
1.

Figure 4-1 The primitive polynomial coefficients selection screen

Note: User defined polynomial coefficients should correspond to a primitive polynomial
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 5 Deliverables
The Galois Field Multiplier Generator deliverables package consists of the files listed in Table 5-1.

Table 5-1 Galois Field Multiplier Generator Deliverables

File Description

GF_mult.v GF_mult VerilogTM HDL RTL code

parameters.txt Galois Field Multiplier configuration parameters

TSi_GF_mult.pdf The present document
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